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CANADA’S [NDUSTRY

2001 WINDSTAR
PERSONAL SAFETY SYSTEM

OAKVILLE, Ont. (CP)—Ford
restarted following a three-day shut- |
down after manufacturers discovered
of @ problem in the safety system of the
89 2001 Windstar minivan.

'] The problem, described by a

glitch, has seen airbags dr_plnymg
on their UWTI Sf:hb».jm L‘E;““"'“'b
buudcmy .mu Ul.m:r .hllt'f:f SYSLCITS
maliunctioning.

john Arnone said the problem
involves a computer module which

2004-11-15 controls the safety features in the
. W

Ford gears up production
after Windstar computer glitch

| arate occasions, some aspect of that
1 Canadas giant production plant has |

company spokesman as a software |

. spending their 10-hour shifts on

be known

safety system has malfunctioned.”

The problems, caught during a
routine audit, have now been fixed
by redesigning the computer soft-
ware, he said.

While engineers have been
searching for the cause, the facto-
ry’s 3,400 production workers were

housekeeping chores, maintenance
and mock fire drills,

The full cost of the company’s
latest public relations blow won't
for several weeks,
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FLIfICE[e) a/ Safety (ES) Issues of concern to
Czipzle)fzlg IRaustry

s eererate nterest in new CON committee
11 ~ﬁ berships
e~ e/p position CODN industry in Global markets
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= f_"' —7_'he format is Q&A to encourage audience
participation in the discussion

e Af the end of this session, the audience should
gain basic knowledge on FS and the need for FS
stanaardization
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- Hf~//m/ 1ary, st y.aone b Wy, CINC/TEC TFFES on
EISIEIAaNAs and requirerments

/[ adjan, Regional and International

— pe Srformed overiap anad gap analysis

E” rﬂmmenda tions maae in TFFS Roadmap
report
— Jnitiated FS session for public information

— /aentified the need for Canadian initiatives on
FS stanagard to facilitate Canadian corporations
ana SME entry to global FS competitive markets
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@Niat s Functional Safety ()7
(OZ) Wil / S\ =5 Important and reqguiring
izl Jdardization?
(s F’ h y.are -° standards needed in Canada?
= *‘“What benefits would -5 standards bring

[0 Canadian industry and business?

(0O5) What should be done to facilitate
standardization in Canada?
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likilie context or proaucts and systems
jeraie r/ [0 usafe operation:

-~ Wiz _/._,_ 5 2l FUrlGHONZ

- /,és z £ clgas sailerean (o, you7
What V5 salety?

— '-‘°:What /s functional safety?

o /V/hat.1s assurance?
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rfunction —
S/lexpected activi peratiorn
NI C5/ N CAlU eIl TIECTS e GE!
functional prm——
— A0jlfigig perform a

safe ;,;

— L_ 1r 70/ Al or unacceptable risk
e from. threat of danger, harm, or /0Ss

—_—

-s_ét;

x —_
S~
_‘,._._..

=== Uno’/tlon or being

e parz‘ of the overall safety that adepenas on a system or
: equipment operating correctly in response to its inputs

— Ascertaining that the functions are present and will work
when required
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Another Definition

“Part of the overall safety relating to the equipment
and its associated control system which depends on
the correct functioning of electrical, electronic,

programmable electronic (E/E/PE) safety—re/a ted
S ystems .......................................... ;
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z‘o,tum ol a microwave. oven. or a
‘ CIICIYAIONICAIN GG

:/,0 /E‘at/0/7 iunctions (programmable control or
Sapplication functions with pre-assigned operating /imits)

>/ i traffic control s ystem using
= Wit lo guide
-~ alr raffic (multi-system functions designed for air traffic
safez‘y ana set alarm for abnormal conditions)

® On-line banking or e-comimerce engaging
. : : for control of
User access to financial transactions
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(02) Whyis: ’ it rec quiring

> Wiz /rtec Nologies are Involverl il 7S drdeltie i zIgje
J/J/"—'f//J

» Doz = '; /nto. the proauct or
SYsieio) redlize ks safe and. rellable operation?

> Is FS lrmg to Canadian manufacturing
Jrlelt Iry suppliers anad aevelopers of safety-related
- pr ﬁi/cts ana systems?

=. Da ) you Know that there are
— avallable to help you in your
purchase or selection of safety-related proaucts
ana systems?

® Do you know or use any FS standarads?
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1S, OUIIEEN O AITIEN Ol VeI ACOITIPICXOPEratioNns -
DL 181 Zlfe ( applicaple
for SEife /) secur/ty protéction, & depenaability opportunities
> FS Is neede of adepenaable

algcirgrlie ana’ programmanble electronic proglucts ana systems
111 /J/ /@ hardware, software and human elements

- J_E requirements anad /s used as
#..:.c Zh 3 for salety-related regulations, now in Europe and may
— QUIckly spread to other countries, including Canada

e _FS /sumportant to Canadian manufacturing inaustry, &
suppliers & developers of safety-related systems & proaucts to
meer FS requirements,

e Comimon 100 /es can be used
as too/s to assure that criteria on safety, security, and
depenaability are met
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> Hzye / il f1zlicl Of JEC BAB0E 5 I/ ILe/ 2

SWILNOL koW What FS standards are used. i
Celfjele T_:-’if 50. Now?

SWaveryou. heard of

- Star D’am’ 7

= -74? a trading nation, do Canadian comparies
- need. to comply with FS standards to do
pusiness, nationally or internationally?

e Are there any /n canaaa or
elsewhere?
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» JEC 150558 stle izl Slfei) Of ecz‘r/ca//e/eczron/c/programmab/e
electronic (E/E/PE) Jelfediy-relzliacf Sysiemls - e

WIENSIAIAANa 1as 4 s —

Part 1: Gerlgrell et el
PElft 22 el WETIENIS 01 E/E/PE Sdiety-related systenmis

gl 5. JJffy AreNequirenients

FPelfirZt Jr) OIS a1ia. aporeyviations

PEfE S Tnp/es oI metoas for the aetermination of sarety ntegrity
/r' /H/ 5o

-.Gum’e//nes on the app//caz‘/on of Part 2 anad Part 3

__-—.. ,...-.

S ]

P
—‘"
— Y pei—

4: = E all safety-related systems that are electrotechnical in
~ nature. (I.e. electromechanical systems, solid-state electronic systems

~ and computer-based systems).

- . for all safety
lifecycle activities for E/E/PE safety-related systems that are used to
periform sarety functions. It facilitates the development of standaras
ana guiaes for application sectors and specific subsystems and
COMmponents.

|| |

) m-
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Framework standard Support standards

Provision of FS concepts and (EC 61508

methodology for hardware and FS requirements IEC 61000 EM C environment influences
software product development , Electro-Magnetic ) hardware and software design
and implementation in the safety Compatibility and operation in FS systems
life cycle process.

Dependability characteristics
embedded in FS systems
influence time dependent
reliability performance

I ndustry sector specific IEC 60300
standards Dependability

IEC 61511
Safety instrumented
ISO/IEC 15288 System life cycle processes
System life influence infrastructure in FS
Application of hardware cycle processes product development and
and software compliant to system performance integrity
IEC 61508 in safety
instrumented systems.

IEC 62061 Application of hardware and software

Safety of compliant to IEC 61508 in safety-

machinery related programmable electronic
control system for machines

IEC 61069 Application of FS concepts

Evaluation of and methodology established

systems in IEC 61508 for assessment
of system safety.
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Standalone @ | Sector & product implementations
IEC 62061: Machinery.

IEC 61511: Process

_____JV tems, components IEC 61513: Nuclear

'&subsystems
— t{”!EC 61508 Product (e.g. PLCs)

Compliance Compliance
to 1EC 61508 to IEC XXXXX
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Machine protection Process engineering Passenger transport

_ :E'(‘)Fn_\'/eyor systems | | m Burner control m Cable railways
Presses m Oil industry m Lifting platforms

& Machining and = Chemicals "
| processing =
e 3
-.f_;'eql-“pment

“m Machine tools
=4
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CSA C22.2 No. U.8> S22ty frcors Ircoroorlire
e/ec;f'fof'// IELIIIDIOY)) .

c22.2 I\ devices, Such as electronic
COIPBIENILS, dAssemblies, or systems including software
Zirlef firaare) thar perform a safety function. A safety
CHONNTIEaNS a mechanism that is incorporated into a
gevice i oraer to minimize anticipated hazards.

== -;'_; o2 for safety
""'a'/‘?a/yS/s /n aesign, and evaluation and test or electronic
~safety functions. It applies to any proaduct, depending on
~ /s complexity and the criticality of the safety function it
perifonms as specified by the criteria in the inaiviaual
Stanaarads of the Canadian Electrical Code, Part 1.

—
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Framework standard

Provision of guidelines and
techniques for development of
product safety standards on
safety functions incorporating
electronic technology.

Pr%dct safety standards
| devel oped or adopted by

Industrial
products

Consumer &
commercid
products

2004-11-15

Health Care
products

Supporting technology for consideration
in design and applications of safety
function

* Reliability techniques for analysis of safety
functions and risk assessment

» Electromagnetic interference

» Electrical disturbances and power interruptions

* Design practices for safety

» Guidelinesfor evaluation of safety functions

Machine safety;
Robotics; Power
presses; Elevator,

Railway
equipment

CNCI/IEC TFFS Session NSS’'04
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SNOSANeZZ. 2 NO. O.6-V1 985 ?-7:%6" affinmed 1 999) SAIE IUcho/IS
incorooraiirl) 2lec ICIEE/IBI08)/4S DUL=0l=0ale.aUe 10
[s’C[///J/JfI aavarice

1EC 81204 (1 Y98): FUchonal saiely, ol E/E/PE salely-relatead
EICI5 S d ITAImeWorK stanaard on FS requirements to guioe
WEVEIBPITIENIL OF SEctor-specific FS standaras

- [EC & 1508, /5 applicaple to with well
- 95izl] Jlshed infrastructure and processes

‘} YEC 61508 requirements are anad often require expert
= Jnterpretations (e.qg. Safety Integration Level - SIL)
s There are not too many large scale safety-related systems in

 the Canada starting development from the ground up

® Existing safety-related systems are legacy systems needaing
performance ennancement, capacity upgrade or service
/mprovement
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bring to

WSO [JOSSIDIE. I
for Czlglzle, a7

> Dogs Zdill app/y [0 /arge process plants
1of zlfz > operation?

=2 1S 7 ere sometning for the with FS

- e pertlse [0 develop new proauct and
= SEJ’V/C&’ applications?

- & here Is our for FS?
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(A4) Some benents

o f/////r»//jrp Or Ozlr)Elelz]l Zlre) o) Sefe DIant operaorn LilliZile
SNEGHIIDIOGY a1id. Provision or £S' proaducts and

services 0 eX/st/ng ana new. sarety-rejated systemis

global . b

- Ideal nar for Canadian corporations and SME with
S € pert/se to develop suitaple platform technology for
_f— /iy J’se proauct applications ana service provisions

-r_,.._

. /VEW PUSINess opportunities include FS project management

-~ and engineering, FS aesign and applications of
nharaware/software integrity, depenaability in networks and
systems, safety and security assurance, and FS conformity
assessment
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Howy 2o 1112 Fllou rlefs WIIVOIVEDIIINGS -
SlalJic0/Zalo/1 SSUES:

- /ndus
— gove 71
=
o) _gr i e neea’ to Inaustry work force?

D'-We need to ealcate our stuadents on FS /n our
— -a__cadem/c /AStitutions?

-~ e Do we need. to our Canadian FS standard and
- requirements with the international FS standarads?

® Do we need to establish an on FS to deal
with evolving technologies, and to upaate and share our
Knowleage?
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=qoveriin

" Needcallabar Hon0Ost oSt
SUIENICE) & zg f/ techno/ogy community

- Need gras. to promote and share
/mfx: /ea’ge base

-.-"

Neoc] f ) canadlan FS standard and
qu’wrements to harmonize with international
= -standards

___J
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WIBIALIE ﬁs-stand 1asHIve, ved.

Ernpfasi2e 53 pIanning amns -
SERe IS part ol Vanagement System policy and proceaure

Establish ¢ for FS product development and servicing
of gwf”e;r'l Systems
Educaie 1 Dy warning, labeling, ana communications

IONEITECt fitness-for-use and compliant to safety
—reg. ﬁlaz‘/ons

— "-'? c new proauct introduction and user feedback

= 'r o Establish £S database on knowledge gained. for

. to FS knowledge base
- Internally, your Supply Chain and national standarads
. /n the national and international efforts

toward FS standard development and harmonization
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/gls =gl ES e qulieliieIts il proauct Use: evironments
Define grgejticazigdlez
Establisfi FS ana’ determine potential sk exposures

lrige JfOJfr.! e fault tolerant designs to meet
rJ,(o ac //ntended applications

- De for ISk containment ana mitigation
T ot f’: 5: of FS for acceptable risks In safety-related

. .
10) 10

A

_'-r‘—‘

e S‘ystem reallzation
== achievement of Integrity Levels
e Optain certification if needed
o Gain In proguct applications
. for FS performance improvement
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Additione

> WYY CA/TLNCTHONZISEETY S Z0f)8
ECTboductorny brochure o JEC 61508 Furictional
SEIfILY Of ectr/ca//e/ectron/c/programmab/e e/ectronic
/fc—'f/ Jated Sy/stejms

=S bas/c gL//a’e on FS and IEC 61508

'--.- '-—_F—.-"

| J_ CORLACE Information.
CSA - David Mascarenbas: david.mascarenhas@csa.ca

_-g'__,....—r

— SCC Lolse de Silva: Idesilva@scc.ca

—
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